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Attachments:


1. Overall Description:

SA3 would like to thank RAN2 for their LS on IAB security. 
As a general feedback on the protection of the F1*-U/C interfaces, SA3 would like to emphasize that the provided answers are preliminary, and more time is required to investigate and further study the security aspects and implications of the proposed alternatives in the RAN2 LS. 

Having the above in mind, SA3 would like to provide the following answers.
RAN2 Question 1: Do the same security requirements apply for the F1*-U information as for F1-U defined in TS 33.501 or; since all IAB-nodes and the IAB-donor-DU belong to the same operator domain, and U-plane traffic between UE and CU is already end-to-end protected via PDCP; would it be possible to not protect F1*-U over the wireless backhaul (as shown in Figure 5)?

SA3 answer: SA3 would like to indicate that the same security requirements of interface F1-U applies for the F1*-U interface. In addition, SA3 confirms that U-plane traffic is protected end-to-end between UE and CU via PDCP. Based on operator policy and deployment environment, SA3 specification indicates that securing F1 interface can be realized by other means. 
RAN2 Question 2: Can NDS be used to protect F1*-U and F1*-C? (as shown in Figure 1 for F1*-U and Figure 2 for F1*-C)

SA3 answer: Depending on the design of the F1*-U and the F1*-C interfaces, NDS may be considered as a security option. Further study will be required by SA3.
RAN3 Question 3: Can PDCP be used to protect F1*-U and F1*-C? (as shown in Figure 3 for F1*-U and Figure 4 for F1*-C)

SA3 answer: Depending on the design of the F1*-U and the F1*-C interfaces, PDCP may be considered as a security option. Further study will be required by SA3.
2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take the feedback into account.
3. Date of Next TSG-SA WG3 Meetings:
SA3#94
28 January – 1 February 2019


Kochi (India)

SA3#95
6-10 May 2019




TBD
